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Our Mission 

MANAGE data to reach 
business objectives

TRANSFORM data into relevant 

and actionable information

PROTECT data by 

mitigating risk



Cybersecurity is unavoidable



Actors of cybercrime



HOW'S THE 
MARKET?



IS THE CLOUD AN 
ADOPTED 
TECHNOLOGY?

All major players have heavily opted in!





TODAY:

191 DATA CENTERS



GARTNER'S 
MAGIC 
QUADRANT



IS THE CLOUD A 
SAFE PLACE?



Source: IBM's Cloud Threat Landscape Report (2020)

A few statistics

Financial gain is the most common motivation factor targeting cloud environments.

Bruteforcing and exploitation of cloud environments are the 2 most common 

infection vectors accounting for 45% of all cases.

Data theft – such as the appropriation of PII – is the preferred activity of cybercriminals once they penetrate a 

cloud environment

Misconfiguration of cloud environments led to more than 1 billion lost records in 2019.

Ransomware is the most commonly deployed malware in infiltrated cloud environments accounting for 3 times as many cases as 

cryptomining and botnet malware.

Leveraging cloud platforms for use as malicious infrastructure is often a favorite ploy of sophisticated threat actors enabling them 

to ramp up operations with a single compromise.



Attacks occur daily...



There is no discrimination of attacks against their targets

Source: IDC Cloud Security Survey Highlights – Top Identity and Data Access Risks (2020)



Sometimes, hackers 

don't need to do 

anything!

Source: https://portal.office.com/servicestatus



HOW THE CLOUD 
IS BREACHED



Mitre is a MA-based corporation

ATT&CK stands for: Adversarial Tactics Techniques & Common 
Knowledge

Cloud matrix: Tactics and attacks targeting specifically AWS, GCP, 
Azure, Azure AD, Office365, SaaS.

What is the MITRE ATT&CK?



DEMO



A (simulated) company "Sample-Montreal Inc."

Very impressed by the great 
bundle of available services: 
OneDrive, SharePoint, Teams, 
Outlook and Azure Directory

The CTO decides to migrate 
services to Office 365

To be safe, he decides to 
enhance their cloud security 
with Two Factor Authentication 
enforced for ALL users.

IT Team frequently checks for 
Office 365 security alerts

Image copied and changed from Internet www.mtlblog.com



Demo 1: Phishing bypass Two-Factor Authentication



Demo 2: Persistent Access with Application API



CLOUDY 
RESPONSIBILITIES



The Cloud Shared Responsibility Matrix : who does what?

Shared Responsibility:

In 2017 Gartner estimated that 95% of responsibility was on customer's shoulders

In 2018, GDPR said almost 100%

Ultimately, data security is YOUR responsibility!

CSP Customer

Physical security of infrastructure
User identity management and access control of service 

systems

Security of computing, storage, and network hardware Data security

Security of basic networks, such as anti-distributed denial of 

service and firewalls

Security management and control of terminals that access 

cloud services, including hardware, software, application 

systems, and device rights

Cloud storage security, such as backup and recovery User behavior

Tenant identity management and access control
The credentials of your organization and employees (strong 

PW but in insecure storage?)

Secure access to cloud resources by tenant API of your applications

Formulating and rehearsing service continuity assurance 

plans and disaster recovery plans for infrastructure

Source: https://cloudsecurityalliance.org/blog/2019/09/05/how-to-share-the-security-responsibility-between-the-csp-and-customer/



The Cloud Shared Responsibility Matrix: who does what?



SOLUTIONS & 
TAKEAWAYS



REGULAR TESTING
Web application/site security testing

OWASP 4.1 now has cloud testing

Monitoring your assets in the cloud



MONITORING THE 
CLOUD TO 
PROTECT ASSETS



MORE CONTROLS = 
ADDITIONAL RISKS



IF THERE ARE SO 
MANY RISKS, WHY 
ARE ORGANIZATIONS 
MOVING TO THE 
CLOUD?

Business Agility becomes the primary goal

IDC presentation 2020: Future of enterprise



ESI has a cloud migration team capable 

of bringing your organization into the cloud, safely

ESI has a cloud hosted in 2 datacenters

SOC

Professional consulting services

Looking only to bring certain things into 

the cloud? ESI offers:

BaaS

IaaS

PaaS

LOOKING FOR A 
SAFE MANAGED 
CLOUD?



FIVE TAKEAWAYS 1. Amazon, Microsoft, Google cloud are 

not impregnable

2. You are ultimately responsible of your 

assets' security in the cloud

3. Web testing should be conducted regularly

4. Monitoring is a good way to keep an eye 

on your assets in the cloud

5. ESI can provide expert advice to ensure  

your business agility
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