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Our Mission

MANAGE data to reach
business objectives
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G PROTECT data by
e mitigating risk
\ : J
A '.'__'+-.,+ TRANSFORM data into relevant
g and actionable information
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Cybersecurity is unavoidable

Software

is eating
the world a
Inferpei Everybody is
Q of Things o moving to the

connects billons
of smart devices

Data isthe

new il

Analytics is
the new engine

Everything is sold
as a service
Cybersecurity
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Actors of cybercrime

Cyber Bad Actor Landscape

Nation states
Looking to create instability
or gain an advantage

Cyberterrorists Competitors
Working to incite In search of
fear and panic strategic market
advantage
Hacktivists Organized
Attempting to crime
gain attention Focusedon
fora cause financial gain

Scriptkiddies
Seeking disruption
forits own sake "
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HOW'S THE
MARKET?




IS THE CLOUD AN
ADOPTED
TECHNOLOGY?

All major players have heavily opted In!
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AWS now spans 77 Availability Zones within 24 geographic
regions around the world
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Deploy workloads in over 60 data centers and now into six regions and 18

availability zones globally.
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Deploy workloads in over 60 data centers and now into six regions and 18

AWS now spans 77 Availability Zones within 24 geographic I
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Figure 1. Magic Quadrant for Cloud Infrastructure and Platform Services
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IS THE CLOUD A

SAFE PLACE?




A few statistics

Financial gain is the most common motivation factor targeting cloud environments.

Bruteforcing and exploitation of cloud environments are the 2 most common
infection vectors accounting for 45% of all cases.

Data theft — such as the appropriation of Pl — is the preferred activity of cybercriminals once they penetrate a
cloud environment

Misconfiguration of cloud environments led to more than 1 billion lost records in 2019.

5 Ransomware is the most commonly deployed malware in infiltrated cloud environments accounting for 3 times as many cases as 3
3 cryptomining and botnet malware. ;l)
; ]
1 Leveraging cloud platforms for use as malicious infrastructure is often a favorite ploy of sophisticated threat actors enabling them 0
8 to ramp up operations with a single compromise. 8
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Source: IBM's Cloud Threat Landscape Report (2020) —SI
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Attacks occur daily... {9}

OPEN THREAT EXCHANGE

A cloud misconfiguration at the gaming-gear merchant potentially

: -_\‘

o exposed 100,000 customers to phishing and fraud.
ix P P 9 BUT SAAS APPLICATIONS ARE HACKED...
T‘;ra Seals An estimated 100,000 customers of Razer, a purveyor of high-end gaming gear ranging - ‘ FORTUNE
f lapt t [, h had thei vate inf d, ding t her. o ' ) .
. . rom laptops to apparel, have ha eir private info exposed, according to a researcher B ot Hack it What We Ko oo Far[] Office 365
9 INDEPENDENT

Parliament hit by cyber attack as G Office 365
hackers attempt to access MPs' email

@ Water Nue Phishing Campaign Targets C-Suite Office 365 Accounts
accounts

eec

: o Hist Doki Infecting Docker Servers in the Cloud

Phishing Campaign Targeting Executive Office 365 Accounts

6 Water Nue Phishing Campaign Targets C-Suite’s Office 365 Accounts

Cloud Phishing from Google App Engine and Azure App Service

NextCloud Bruteforce Attempts
‘ Water Nue Phishing Campaign Targets C-Suite Office 365 Accounts 7

A Big Catch: Cloud Phishing from Google App Engine and Azure App Service - Netskope

Nearly 80% of Companies Experienced a Cloud Data Breach in
Past 18 Months

Flaws in SAP Solution Manager could have facilitated intrusions
Ermetic, cloud access risk security company, announced the results of a research study 9
June 5, 2020 conducted by global intelligence firm IDC which found that nearly 80% of the companies

surveyed had experienced at least one cloud data breach in the past 18 months, and nearly half

(43%) reported 10 or more breaches.

Office365 Bruteforce IP - 070720

According to the 300 C150s that participated in the survey, security misconfiguration (67%),

6 (® (o (o (o (o
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There is no discrimination of attacks against their targets

Figure 1: Exposure to Cloud Data Breaches

Q. Has your company experienced a cloud data breach in the past 18 months?

Percentage of respondents who answered “Yes”

INDUSTRY Yes (%) BUSINESS SIZE Yes (%)
0 — 0, 0,
¢ Manufacturing 58% B 1,500 - 2,499 81%
% Banking 94% BB 2500-4,999 89%
S Health 81% BEB 5000-9,99 79%
™  Goverment 70% BEEBEE 10000-19,999 71%
= Retail 71% BEBBEA 20000+ 72%

As access policies must be frequently adjusted, the potential for human error increases sharply.
Some of the most high-profile cybersecurity incidents in recent years were the direct result of
customers failing to properly configure their cloud environments, or granting excessive or
inappropriate access permissions to cloud services, rather than a failure of the cloud provider in
fulfilling its responsibilities. For example, the Capital One breach in 2019 where 106 million credit
card applications were exposed was the result of excessive permissions assigned to a WAF that
were used by the attacker to gain access to a sensitive AWS S3 bucket.

Source: IDC Cloud Security Survey Highlights — Top Identity and Data Access Risks (2020) :s,
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Service

Qutlook.com

OneDrive

Microsoft To-Do

Skype

Office for the web (Consumer)
Microsoft Whiteboard

‘Your Phone

Teams (Consumer)

Microso

admins click here to login

Sometimes, hackers
don't need to do
anything!

Source: https://portal.office.com/servicestatus
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We're having issues,

but we're working on it

Detalils

d: 2020-10-11 21.07:35Z (UTC)

Title: Can't access mailboxes using the Outlook mobile app on Android devices
User Impact: Some users may be unable to access their mailboxes using the Outlook mobile app on Android devices.
More info: Impact is limited to users on Android devices, I0S devices are not affected. Additionally. users who can access their mailbox through the Outlook mobile app may experience timeouts.

Current status: Our short-term fix has been sent to the Android Play Store for deployment. We expect the fix (v4.2039.2) to be ready within the next 24 hours. We recommend users remove and re-add their mailboxes fo
ensure that the fix has the intended effect. In parallel, we're continuing to develop our long-term mitigation and expect to deploy that by Tuesday, October 13th, 2020.

Next update by: Tuesday, October 13, 2020, at 1:00 AM UTC

O

zdnet.com/art

Show more

-outages-continue-into-w

Microsoft cloud outages continue as Office
and Outlook customers report problems

Microsoft's cloud services problems are continuing this week with more Azure and Microsoft 365 services issues for
some customers. Here's what's happened and why.

MORE FROM MARY JO FOLEY
P By Mary Jo Foley for All About Microsoft | October 8, 2020 --
w N1
@ ind f v = 4 é 13:57 GMT (06:57 PDT) | Topic: Cloud Microson
Microsoft: Most
employees can work
o from home less than 50
tiovs | s e Enst and Alica’ AZiré Governime azure China percent of the time
Windows 10
a New Windows 10 test
z bulld adds set-up
A a a a A A a a ° ° °
customization options
° ° °
° ° ° ° ° ° ° ° °
° ° ° Cloud
° Microsoft's Azure AD
authentication outage:
° ° ° ° ° ° ° ° ° ° ° ° What went wrong
° ° ° ° ° ° ° ° ° ° ° °
° ° ° ° ° ° ° ° ° ° ° °
° ° ° ° ° ° ° ° ° ° °
Enterprise Software
° ° ° ° ° ° ° ° ° ° ° °
Microsoft adds more
features to Dynamics
Microsoft Azure status page on Oct. 7 around 3:30 p.m. ET ° 365 Customer Insights
°

as rollout of Wave 2
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What is the MITRE ATT&CK? MITRE

Mitre is a MA-based corporation ATT&CK

ATT&CK stands for: Adversarial Tactics Techniques & Common
Knowledge

Cloud matrix: Tactics and attacks targeting specifically AWS, GCP,
Azure, Azure AD, Office365, SaaS.

Privilege Escalation Defense Evasion Credential Access Discove ry Lateral Movement Collection Exfiltration Impact
1 techniques 5 technigues 4 techniques 10 techniques 2 techniques 4 techniques 1 technigues 4 techniques




DEMO




A (simulated) company "Sample-Montreal Inc.”

Very impressed by the great
bundle of available services:
OneDrive, SharePoint, Teams,
Outlook and Azure Directory

The CTO decides to migrate
services to Office 365

To be safe, he decides to
enhance their cloud security
with Two Factor Authentication
enforced for ALL users.

IT Team frequently checks for
Office 365 security alerts

S
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Demo 1: Phishing bypass Two-Factor Authentication

Session replay attack
9 Cookie

Y

Session token

° Session token

[ 3x ey
Authenticationsession [ [

>

(:':T'\i'(z 365
° Approval confirmation ,

(Something you have)
I.C-.u/'

Push Notification o

o+ 4

Password

I ! ;';_, (Something you knP

Credentials

Identity °
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Demo 2: Persistent Access with Application API

r"j o Application Registration

(compromised CEQ)

Azure App Ll |J

Q Callback URL

Application Consent
Request
(Spear Phishing)

e Grant Access

Al

\o o
‘e Maintain

access to
Admin’s
content
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The Cloud Shared Responsibility Matrix : who does what?

Shared Responsibility:

> In 2017 Gartner estimated that 95% of responsibility was on customer's shoulders

> In 2018, GDPR said almost 100%

Ultimately, data security is YOUR responsibility!

CSP

Customer

Physical security of infrastructure

User identity management and access control of service
systems

Security of computing, storage, and network hardware

Data security

Security of basic networks, such as anti-distributed denial of
service and firewalls

Security management and control of terminals that access
cloud services, including hardware, software, application
systems, and device rights

Cloud storage security, such as backup and recovery

User behavior

Tenant identity management and access control

The credentials of your organization and employees (strong
PW but in insecure storage?)

Secure access to cloud resources by tenant

API of your applications

Formulating and rehearsing service continuity assurance
plans and disaster recovery plans for infrastructure

S
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Source: https://cloudsecurityalliance.org/blog/2019/09/05/how-to-share-the-security-responsibility-between-the-csp-and-customer/



The Cloud Shared Responsibility Matrix: who does what?
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REGULAR TESTING

OWASFE

Open Web Application
Security Project

Web application/site security testing
OWASP 4.1 now has cloud testing
Monitoring your assets in the cloud

@DLUF!SP_ PROJECTS CHAPTERS EVENTS ABOUT

WSTG -v4.1

Test Cloud Storage

o

WSTG-CONF-11

Summary

Cloud storage services facilitate web application and services to store and access objects in the storage service.
Improper access control configuration, however, may result in sensitive information exposure, data being
tampered, or unauthorized access.

A known example is where an Amazon S3 bucket is misconfigured, although the other cloud storage services
may also be exposed to similar risks. By default, all S3 buckets are private and can be accessed only by users
that are explicitly granted access. Users can grant public access to both the bucket itself and to individual
objects stored within that bucket. This may lead to an unauthorized user being able to upload new files, modify
or read stored files.

Test Objectives
Assess whether Cloud Storage Service's access control configuration is properly in place

. 3

@ watch 129 o star 1,508

The OWASP® Foundation works o
improve the security of software through its
community-led open source software

Table des content

projects, hundreds of chapters worldwide, 1. INTRODUCTION
tens of thousands of members, and by 1.1 Contexte
hosting local and global conferences. 1.2 Portée

2. CONFORMITE

3. LISTE DE TEST DETAILLE

WSTG Contents (v4.1) 31 Cloud AWS Penetration Test

d by Eoin Keary 3.1.1 AWS Patterns
3.1.2 AWS Metadata SSRF
3.1.3 AWS Shadow Admin.
3.1.4 AWS - Gaining AWS Console Access via AP| Keys
3.1.5 AWS - Mount EBS volume to EC2 Linux
3.1.6 AWS - Copy EC2 using AMI Image
3.1.7 AWS SSH key push to EC2 instance.
3.1.8 AWS Lambda - Extract function's code
3.1.9 AWS SSM Command Execution.
3.1.10AWS Golden SAML Attack
3.1.11AWS Shadow Copy Attack

3.2 Cloud Azure Penetration Test
3.2.1 Azure Storage Account Blob
322 Azure AD Enumeration
3.2.3 Azure Password Spray
3.2.4 Azure Service principal signing
3.2.5 Azure AD connect - Password Extraction
3.2.6 MSOL Account and DCSync.
3.2.7 Azure Single Sign On Silver Ticket
3238 Azure Common Execution as NT System

3.3 Kubemetes
3.3.1 Listing Secrets
3.3.2 Access Any Resource or Verb
3.3.3 Pod Creation
3.3.4 Privilege to Use Pods/Exec.

5
5
5
6
7
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
8
9
9
9
9
9
9
9
9
9
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MONITORING SERVICE

MONITORING THE
CLOUDTO
PROTECT ASSETS

DETECT [ INFORM \ REACT

YOUR
NETWORK
I--
£
o
=

ANALYSIS E —

REMOTELY

- -

- CONTACTQ’ l.l

SUSPICIOUS @ ON PREMISES

ACTIVITIES \ /
TELEPHONE OR EMAIL SUPPORT INCLUDED

Sensor installed on a VM in customer infrastructure to collect data and detect anomalies.

Alerts analyzed by trained and certified NOC & SOC specialists.
ESI informs customer of any performance issues or cyber threats to its business.

A reaction to the threat is orchestrated to mitigate risks and bring situation back to normal.
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MORE CONTROLS =
ADDITIONAL RISKS

CSA Cloud Control Matrix

abile Security
(20 conirods)

fdentity &
Actess Mgl
(13 controls)

4 Damains
{14 controls)

Incident % /
Management & nfrastructure &
Forensics Virtualization
{5 controls) (13 confrols)

Continuity
Management

ntercgerabilit C5A

& Portability Cloud Controls
{= controls) Matrix {11 controls)
16 sals of controls
133 pounts of
rrspechon

Govemance &
ik
Management
{11 controls)

hance Conirg
& Config. Mgt
(5 controls)

Human
& Info Lifecycle Resources
Managemeani Security
{11 coplnoes )

T trols)
17 conkros, Supply Chain Datacenber

Managemen! Secunly
9 controls) (9 conlrols)

Source: Cloud Security Alliance
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IF THERE ARE SO
MANY RISKS, WHY
ARE ORGANIZATIONS
MOVING TO THE
CLOUD?

Business Agility becomes the primary goal

As the pandemic situation evolves and organizations move through the stages
of recovery, their business focus will shift along with their technology
investment priorities.

Until COVID-19is eradicated and/or a vaccine is widely available, we should
expect waves of new COVID-19 infections and lockdowns. For many businesses
this means they revert to an earlier stage, i.e., to recession, slow down or even
crisis mode.

LS

IDC presentation 2020: Future of enterprise Jissasns]
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LOOKING FOR A
SAFE MANAGED
CLOUD?

ESI has a cloud migration team capable
of bringing your organization into the cloud, safely

ESI has a cloud hosted in 2 datacenters
SOC
Professional consulting services

Looking only to bring certain things into
the cloud? ESI offers:

> BaaS
> laaS
> PaaS
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FIVE TAKEAWAYS

. Amazon, Microsoft, Google cloud are

not impregnable

. You are ultimately responsible of your

assets' security in the cloud

. Web testing should be conducted regularly
. Monitoring is a good way to keep an eye

on your assets in the cloud

. ESI can provide expert advice to ensure

your business agility
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ES| Technologies
Toronto — Montreal — Quebec City - USA

Thanh Nguyen, CISSP
Marco Estrela, PMP — 514 236-0056
Toll Free: 1 800 260-3311




