
Learning Capsule 

Wednesday December 9 2020

Emmanuel Latour, Senior Solutions Consultant

SECURE YOUR CONNECTIONS 

WITH 

2020 Confidential All rights reserved - ESI Information Technologies Inc.



2020 Confidential © All rights reserved – ESI Information Technologies Inc.

ESI, our cloud 
partner based 
in Canada

About 200 specialists in different areas:

Networking

Storage

Security

Data

Virtualization

Cloud

Project Management

Business Management Consulting

Offices in Toronto, Montréal and Québec City

Affiliated companies:

Founded in 1994!

Partnerships with many 

technology manufacturers and 

cloud providers
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ESI & Okta 

Results from analysis and recommendations by our 

consultants

In line with our corporate priorities

Help our clients protect their data

Efficiently manage identities

Recommend effective & high quality solutions

ESI Technologies is an Okta ELITE Level Partner
Always providing solutions for 

our clients



What we’re seeing with our clients
Digital transformation is unavoidable

Risks are pervasive

User identities are fragmented

Entreprises carry the burden of their 

legacy infrastructure baggage

Sites, Apps, 
Portals, IoT

AD/LDAP RADIUS Provisioning ADFS WAM
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Security is top of mind



Cyber attacks target credentials

81% 91% 73%

of data breaches involve 

stolen/weak credentials

of phishing attacks 

target credentials

of passwords 

are duplicates

Credential harvesting is the most fruitful tactic

for today’s threat actors
Source: 2017 Verizon Data Breach 
Investigations Report

Source: 2016 Verizon Data Breach 
Investigations Report

Source: TeleSign 2016 Consumer 
Account Security Report



Most common types of cyber attacks

8

Most common credentials

Authentication 
API*

* Rate limits

DEMO

https://github.com/danielmiessler/SecLists/tree/master/Passwords/Common-Credentials
https://developer.okta.com/docs/reference/api/authn/


How long it would take to crack your password ?



Protections over brute force attacks

Password policy

Account lockouts

Complexity requirements

Blacklisting malicious IP

Network action

Automation with ThreatInsight

Multi-factor authentication

Add multi-factor policy

Adopt passwordless authentication
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The key is MFA everywhere

Secure authentication Simple to use Extensible



Organizations must also balance security with usability

Comprehensive set of factors with full range of 
assurance levels

Allows for customization to fit different use cases

Ensures compliance with regulations

Use with policies for further flexibility and ease-of-use

Plus de protection

Passwords
Security 
Question

Okta Verify 
Push

****
**

Physical 
OTP tokensSMS, voice & 

email
Software 

OTP 

Biometrics-based 
(eg. Windows Hello, 

Apple Touch ID)

U2F 
tokens
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Zero Trust Maturity Curve
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Next steps Dare to question the processes and tools 

in place

Look to implement SSO

Supports most of the tools/apps as possible

Ensure that:

MFA is enabled for everyone and everywhere

Zero Trust practices are known and that a plan has been 

developped

Decision makers are conscious of the current risks and 

your defenses in place
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In conclusion… Okta = Easy and very effective solution

A market leader as per Gartner & Forrester

Follow standards and best practices

Oauth2 - OpenID

Zero Trust – SSO

Contact ESI 

Your trusted partner!



Question Period
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